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ABSTRACT

In the context of this research, we will explore the implementation of the RSA algorithm to improve the security of
personnel data distribution at BKPSU. This approach will provide additional protection to sensitive data, thereby
increasing public trust and meeting established security standards. To overcome this problem, it is necessary to
implement a strong and reliable security system. One suggested solution is to use the RSA (Rivest-Shamir-Adleman)
asymmetric cryptographic algorithm. By implementing this algorithm, personnel data can be encrypted securely so
that only authorized parties can read the information. By using the RSA algorithm, data security can be guaranteed
because it is difficult for hackers to find out which private key corresponds to the public key used for encryption.
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1. INTRODUCTION

In this modern digital world, data security is a crucial aspect that must be considered by organizations,
especially in the context of personnel data in public institutions such as BKPSU. With more and more
data security incidents occurring, the protection of personnel information should not be ignored. The
RSA asymmetric cryptographic algorithm offers a robust approach to securing data by using different
public and private keys. In the context of this research, we will explore the implementation of RSA
algorithm to improve the security of personnel data distribution at BKPSU. This approach will provide
additional protection to sensitive data, thereby increasing public trust and meeting established security
standards. (Doe, J., 2022).

To solve the problem, it is necessary to implement a robust and reliable security system. One of
the suggested solutions is to use the RSA (Rivest-Shamir-Adleman) asymmetric cryptography algorithm.
By applying this algorithm, personnel data can be encrypted securely so that only authorized groups are
able to access the information. (L. Adleman, 2022).

The RSA asymmetric cryptography algorithm is classified as one of the most commonly used
cryptography algorithms to encrypt and decrypt data. It uses a combination of public and private keys,
where the public key encrypts the data, while the private key is used for decryption. With the
implementation of the RSA algorithm, data becomes more secure because it is difficult for hackers to
figure out the private key that corresponds to the public key used for encryption.

The implementation of the RSA cryptographic algorithm in the personnel data distribution
system at BKPSU is expected to provide effective protection of sensitive information. Thus, BKPSU
employees and personnel data will be protected from the threat of hacking and information theft. In
general, cryptography uses two techniques, namely symmetric and asymmetric. In symmetric
cryptography, also known as Private Key Cryptography, the same key is used for the data encryption and
decryption process (Ferdy Riza, 2018).

Based on the above problems, the authors are interested in conducting research with the title
“Securing the Distribution of Personnel Data in the North Sumatera Personnel Agency by Utilizing an
Asymetric Cryptography Algorithm”.
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2. RESEARCH METHOD

A. Research Phases

System design procedures can be described into waterfall stages, namely analysis, design,
implementation, testing, maintenance.
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Fig 1. Waterfall Design Analysis Diagram

Design Analysis Diagram with WaterfallThe process of research activities is carried out in
several stages as in Figure 1 what is expected is the development of a system for securing the distribution
of personnel data at the North Sumatra Provincial Personnel Agency by utilizing the RSA Asymmetric
Cryptography Algorithm.

B. Data Collection Methods

The designed system certainly requires data collection, in the data collection process there are several

ways, including the following:

1) Observation, namely data and information collection carried out by direct observation to the location
of the North Sumatra Provincial Civil Service Agency.

2) Interview, namely data collection by conducting questions and answers with HRD to obtain
Personnel data at the Personnel Agency of North Sumatra Province.

3) Library Research, namely conducting library studies for data related to research in the form of
journals and books.

C. Problem Analysis

In today's digital era, data security is a crucial aspect that must be considered by organizations,
especially in the context of personnel data in public institutions such as BKPSU. With more and more
data security incidents occurring, the protection of personnel information should not be neglected. The
RSA asymmetric cryptographic algorithm offers a robust approach to securing data by using different
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public and private keys. In the context of this research, we will explore the implementation of RSA
algorithm to improve the security of personnel data distribution at BKPSU. This approach will provide
additional protection to sensitive data, thereby increasing public trust and meeting established security
standards. To address the problem, it is necessary to implement a robust and reliable security system.
One suggested solution is to use the RSA (Rivest-Shamir-Adleman) asymmetric cryptography algorithm.
By applying this algorithm, staffing data can be encrypted securely so that only authorized parties can
read the information.

3. RESULTS AND DISCUSSION
A. Results
This chapter will explain the display of the results of the application that has been made, which is used
to clarify the views that exist in the Security of Personnel Data Distribution at the Personnel Agency of
North Sumatra Province by Utilizing the RSA Asymmetric Cryptography Algorithm. So that the results of
its implementation can be seen in accordance with the results of the program that has been made. Below
will be explained each display in the program.
1) Login Menu Display

The login display is the display that first appears when the program is run. Serves as a program

admin username and password input form. The loiin display imaie can be shown in Fiiure 2:
LOGIN

USERNAME L ]

PASSWORD [+ i |

Fig 2. Login Menu Display

2) Main Form Display

The main form is the overall cryptography program interface, where to use this cryptography
application can be through the main form interface. In the main form there are several menus, namely,
the file menu and the program menu. For more details, the main form can be seen in Figure 3 below.
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Fig 3. Main Form Display
3) Display of Encryption Data Form

This encryption form functions to change the contents of file data in the form of chipretext, save
the encryption results (chipertext), and exit the encryption data form. The following display of the

encryption data form can be seen in Fiﬁure 4 below:
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Fig 4. Display of Encryption Data Form

4) Display of Decryption Data Form
This decryption form functions to upload data that will be secured. The following display of the

decryption data form can be seen in Figure 5 below: g

RSA BKD SUMATERA UTARA

Waady Dk

Enkroal Berntbonr Sedesal

Fig 5. Display of Decryption Data Form

a. Display of Encryption Result
The Security Application for Personnel Data Distribution at the North Sumatra Personnel Office
by Utilizing the RSA Asymmetric Cryptography Algorithm has the following appearance:
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8 Send and Receive — O *

File to encrypt: | Click Browse to load file
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[

Fig 6. Display of Encryption Form

b. Decrypted Result Display
The Security Application for Personnel Data Distribution at the North Sumatra Personnel Office
by Utilizing the RSA Asymmetric Cryptography Algorithm has the following appearance:
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File to decrypt: |de&nwsetok)adﬁe
File destination: |

"

Fig 7. Decrip Form Display
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B. Discussion
The discussion of hardware and software in making the application for securing the distribution

of staffing data at the North Sumatra Staffing Agency by utilizing the RSA Asymmetric Cryptography
Algorithm is described as follows:
1) Laptop hardware with the following specifications:

a) Minimum Core 2 duo processor.

b) Minimum 4 Gb RAM.

¢) Minimum 80 Gb hard drive.
2) Sofware with the following spesifications:

a) OS Windows.

b) Visual Studio 2019.

c) Microsoft Word.

C. Advantages and Disadvantages of the System
Every system has advantages and disadvantages, the following are the advantages and
disadvantages of the system that has been created.
1) Advantages of the System
The advantages of the system that has been made include:
a) The application that has been created can keep the contents of the text in the sales capital database
secret
b) The application that has been created uses two methods so as to strengthen the confidentiality of text
data.
c) The application can store the results of data encryption and decryption into the SQL Server database.

2) Disadvantages of the System
The disadvantages of the system that has been made include:
a) The application that has been created does not use one method.
b) The application that has been created cannot read data per database.
c) The application that has been created does not have instructions for use.

4. CONCLUSION

Based on the results of the review and trials that have been carried out, it can be concluded that the
application has been built and can manipulate Personnel data at the Personnel Agency of North Sumatra
Province with the RSA algorithm application encoding system. The system built has been able to encrypt
and decrypt data so that it can protect personnel data at the North Sumatra Provincial Personnel Agency
using the RSA method. The system built has a very simple appearance and is easy to use by users.
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